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1. WHAT IS THE PURPOSE OF THIS STATEMENT?
The Royal College of Surgeons in Ireland (‘RCSI’) is committed to ensuring it conducts its business in a way that upholds and promotes the privacy rights of individuals. The purpose of this Policy is to define its approach to managing personal data, outlining the key principles that must be followed to ensure the appropriate collection, use and protection of personal data.

The legislation governing the use of personal data is the General Data Protection Regulation (‘the GDPR’) and the Data Protection Act 2018. GDPR places significant obligations on organisations in relation to the processing of personal data, which are outlined in this Policy. Failure to comply with these requirements can result in privacy risks to our staff and students and enforcement action from the Data Protection Commission (DPC) which includes administrative fines of up to €20,000,000 (or up to 4% of turnover, whichever is higher).
2. TO WHOM DOES THIS STATEMENT APPLY?

This Policy applies to all staff, contractors and honorary appointees and to all providers of services to RCSI that control, access and/ or process personal data.

3. WHY WE PROCESS YOUR DATA, THE LAWFUL BASES FOR PROCESSING YOUR DATA AND WITH WHOM WE SHARE IT
We process your data:
· In order to administer the employment relationship 

· To keep proper records of payments for tax purposes

The legal bases on which we process personal data of our employees in the manner described above are:
· Where any such processing is necessary for the performance of your employment contract with us;

· Our legitimate interests in conducting our business in a responsible and commercially prudent manner. We will not process your personal data for these purposes if to do so would constitute an unwarranted interference with your own interests, rights and freedoms; 

· To comply with our legal and regulatory obligations; and
· In limited circumstances, your consent (where we have sought it and you have provided it to us), and in which case, you can withdraw your consent at any time;

The legal bases on which we collect, process and transfer special categories of data relating to you (e.g. health data) in the manner described above are:
· Where such processing is necessary to comply with our obligations or exercise our rights under employment and social security and social protection law;
· To enable you to exercise your rights under employment and social security and social protection law; 
· Where such processing is necessary to assess your working capacity; and
· In limited circumstances, your explicit consent (where we have sought it and you have provided it to us), and in which case, you can withdraw your consent at any time.

We share this data with our Payroll Services Provider (CORE) and Auditors (PwC).  Our service providers may only process the data of our employees for the purpose of providing us with their services, and no other purpose. 

We are also required to share certain parts of this data with competent regulatory authorities and bodies as requested or required by law.

We will retain this data for the period of time determined by your Department/ School/ Faculty in accordance with the documented rationale recited in its Data Retention Policy.
4. KEY DEFINITIONS
A complete list of definitions in data protection law are included in Appendix 1 of this Policy however, for ease of reading some key definitions are provided below:

‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person  is one who can  be identified,  directly or  indirectly, by reference to an identifier which may include name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that individual.

‘Special categories data’ (sensitive personal data) means personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade-union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural persona, data concerning health or data concerning a natural person’s sex life or sexual orientation

‘Data subject’ is an identified or identifiable natural person

‘Processing’ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not, by automated means, such as collection, recording, organisation structuring, storage, adaption or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction erasure or destruction

‘Data controller’ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not, by automated means, such as collection, recording, organisation structuring, storage, adaption or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction erasure or destruction

A “Data Processor” refers to a company, individual or the legal person who processes personal data on behalf of the Data Controller

Data Protection legislation refers to applicable national data protection law, including the GDPR.

5. THE DATA PROTECTION PRINCIPLES
The data protection principles are a set of rules, which RCSI must follow to ensure that it is processing personal data in accordance with the law. These say that personal data should be:

1. Processed lawfully, fairly and in a transparent manner in relation to individuals (‘lawfulness, fairness and transparency’)

2. Collected for specified, explicit and legitimate purposes (‘purpose limitation’)

3. Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’)

4. Accurate and, where necessary, kept up to date (‘accuracy’)

5. Kept in a form which permits identification of data subjects for no longer than is necessary (‘storage limitations’)

6. Processed  in  a  manner  that  ensures  appropriate  security  of  the  personal  data  using appropriate technical or organisational measures.” (‘integrity and confidentiality’)

And

7. RCSI must be able to demonstrate compliance with these principles (‘accountability’)

6. LAWFULNESS, FAIRNESS AND TRANSPARENCY
Data protection legislation requires RCSI to be transparent and clearly explain to staff/students and those with whom RCSI interacts why it collects their personal data and how it is used.  RCSI must not use their information in ways that they would not reasonably expect. When collecting a person’s data, RCSI must provide them with certain information (see Appendix 2), which can be done in writing or verbally. This is known as a ‘privacy notice’. We must maintain a record of the information that we have provided to an individual in order to be able to evidence that we have been transparent in our processing activities.

In addition, in order to process personal data fairly and lawfully, RCSI must be able to identify an appropriate lawful basis (valid justification) for doing so. RCSI is also required to document the legal basis/es upon which it relies. Appendix 3 contains a list of the lawful bases in relation to personal data and special categories data. Appendix 4 also contains a ‘Lawful basis checklist’.

7. PURPOSE LIMITATION
This requires RCSI to only collect and use personal data for specified and legitimate purposes. We must clearly outline to individuals the purposes for which RCSI uses their data. If RCSI wants to use personal data for a purpose other than what was communicated to the individual, then appropriate consent must be received from the individual.

8. DATA MINIMISATION
RCSI must only collect, use and store the personal data it requires to fulfil the legitimate business purposes that it has identified.  In order to ensure that it is complying with the principle of data minimisation this requires RCSI to identify the minimum amount of personal data that it needs to properly fulfil the business purpose. RCSI should collect and hold no more than this minimum amount.

9.   ACCURACY

RCSI is required to take reasonable steps to ensure the accuracy of personal data that it obtains, processes and keep it up to date where necessary.  As individuals have the right to have inaccurate personal data corrected (please see Section 12: Data Subject Rights for further information), it is, therefore, imperative that appropriate measures are taken to rectify inaccurate personal data that RCSI holds and may have shared with third parties.

10. STORAGE LIMITATION
RCSI is required to hold personal data no longer than necessary for the purpose we which it was obtained. Ensuring personal data is disposed of when no longer needed helps to reduce the risk that it will become inaccurate, out of date or irrelevant.  RCSI has reviewed the length of time it keeps personal data and determined how long personal information should be retained, according to legal/business need and as set out in the RCSI Retention and Disposal Policy.

At the end of the retention period, the personal data should be reviewed and deleted securely, unless there is an additional need to keep it. 
11. INTEGRITY AND CONFIDENTIALITY
RCSI must process personal data in a manner which ensures appropriate security against unauthorised or unlawful processing, accidental loss, destruction and damage. To do this, RCSI must implement technical and organisational measures appropriate to the nature of the data. This means that for more sensitive personal data (see Appendix 1: Key Definitions ‘special categories data’) RCSI is required to take greater security measures as inappropriate access/disclosure could result in greater detriment and privacy risk to individuals.
12. ACCOUNTABILITY
RCSI is required to be accountable for the personal data it processes and demonstrate compliance with the data protection principles. The measures below help RCSI to demonstrate accountability.

· Record of processing activities: this is a record of RCSI’s data processing and amongst other things includes the types of personal data it processes and the purposes for which it is processed. This helps RCSI maintain a clear picture and understanding of the personal data we that it processes.

· Robust data protection policy framework and procedures: this supports the data protection principles and other requirements of data protection legislation.

· Staff training: Mandatory (refresher) data protection training for new and existing staff consolidates and contextualises the requirements of this Policy and Data Protection Policy Framework

· Monitoring and reporting (see Section 19) of adherence to the framework

The combination of the measures detailed above will assist RCSI in fostering a privacy conscious culture throughout the organisation.

13. DATA SUBJECT RIGHTS
Data Protection legislation provides individuals with a number of rights in respect of their personal data. It is imperative that RCSI upholds the privacy rights of individuals and handle these in accordance with the requirements of the law. These include:

· Right of access: An individual’s right to access his/her personal data.

· Right to rectification: An individual’s right to have his/her information corrected where it is factually inaccurate or incomplete.

· Right to erasure: An individual’s right to request to have his/her personal data deleted where there is no compelling reason for its retention.

· Right to restrict processing: An individual’s right to request to restrict further processing of his/her personal data by RCSI.

· Right to data portability: An individual’s right to receive personal data he/she has provided to RCSI in a structured, commonly used and machine readable format, and to transmit this data to another organisation

· Right to object: An individual’s right to object to the processing of his/her personal data where the reason for doing so (‘lawful bases’) is that it is in RCSI’s legitimate interests to do so; direct marketing (including profiling); processing for purposes of scientific/historical research and statistics.

· Rights in relation to automated decision-making including profiling:  An individual’s right not to subject to potentially damaging decisions taken without human interaction.

For guidelines and procedures on handling data subject rights requests please refer to the RCSI Data Subject Rights Policy.
14. MANAGAEMENT OF DATA PROCESSORS
Data protection legislation requires RCSI to ensure there are sufficient safeguards in place when engaging/contracting a third party to provide a service on its behalf. These third parties are known as ‘data processors’ examples of which include the processing of payroll, student performance and analysis of research data.

In summary RCSI must ensure that:

· Prior to engaging a third party data processor, adequate due diligence it carried out to ensure the suitability of that third party

· Any such processing must be subject to a contract between RCSI and the data processor which specifies the conditions under which the data can be processed, the security conditions attaching to the processing of the data and that the data will be deleted or returned upon completion or termination of the contract specifications for which are contained in the RCSI Data Processor Policy.

· Compliance with the contract is monitored

· Right to audit clauses contained within contracts should be utilised in order to demonstrate compliance

For further information, including a check list for contracts with data processors please refer to the RCSI Data Processor Policy.

15. PERSONAL DATA BREACHES
Data protection law requires us to report certain types of personal data breaches to the Data Protection Commission (DPC) within 72 hours of having become aware of the breach, where feasible.  In addition, RCSI is also required to notify the affected individuals of a personal data breach where it could result in a high risk to them. Therefore, this requires RCSI to have robust procedures in place to detect, investigate and report even suspected breaches. In order to support RCSI in meeting its obligations all staff must consult our Breach Management Policy and ensure that all personal data breaches are handled in accordance with this Policy.

16. TRANSFERS OF PERSONAL DATA OUTSIDE THE EU
In general, transfers of personal data are not permitted outside of the EU unless the country ensures an adequate level of data protection with regards to the personal data. Business areas must ensure that any transfer of personal data to a country or territory outside the EU complies with conditions set down in data protection legislation governing the transfer. Business areas (or data processors) intending to process personal data outside the EU must consult the RCSI Data Protection Officer prior to the transfer to ensure adequate contractual clauses or other requirements are implemented.

17. PRIVACY BY DESIGN AND BY DEFAULT
RCSI takes a ‘privacy by design and by default’ approach to the way in which it processes personal data. This means RCSI promotes privacy and data protection compliance from the outset in developing new services/products/systems. This can include ensuring that we only collect and use the minimal amount of personal data required; using adequate security measures such as encryption and pseudonymisation; and carrying out a ‘Data Protection Impact Assessments (DPIA) where appropriate.  For further information, please refer to the RCSI Privacy by Design Policy.

18. DATA PROTECTION IMPACT ASSESSMENTS

A Data Protection Impact Assessment (DPIA) is a tool which can help RCSI to identify and reduce the data protection/privacy risks of a project/system/service/product etc. It can reduce the risks of harm to individuals through the misuse of his/her personal information.

Data protection law requires us to carry out a DPIA when:

· Using new technologies e.g. use of finger print/facial recognition for physical access control

· The processing presents high risk e.g. using a large volume of sensitive data relating to individuals for a new purpose

A DPIA should contain the following information, at a minimum:

· A description of the processing operations and the purposes

· An assessment of the necessity and scale of the processing in relation to the purpose

· An assessment of the risks to individuals

· The measures envisaged to address the risks

For further guidance please refer to the RCSI Privacy by Design Policy.

19. MONITORING AND REPORTING

In order to demonstrate accountability with Data Protection legislation and to ensure that RCSI is handling personal data in accordance with individuals’ rights and in line with their expectations, the RCSI Data Protection Officer will monitor compliance with this Policy by carrying out periodical reviews/audits/checks and maintaining comprehensive documentation regarding the organisation’s level of compliance.

20. AWARENESS AND TRAINING

All staff will receive mandatory refresher data protection training, the content of which will cover all aspects of this Policy. New members of staff will receive data protection training upon induction. Furthermore, where appropriate, staff working in key risk areas will receive tailored data protection training in relation to their particular roles.

21. WHO CAN I CONTACT FOR FURTHER INFORMATION?

For advice in relation to aspects of this Policy or other data protection queries, please contact the RCSI Data Protection Officer at dataprotection@rcsi.ie
22. APPROVAL
Date Approved: 24th May 2018
Approved by: Dónall King
Date of Next Review: May 2019
23. APPENDICES

I. Key Definitions

For the purposes of this Policy:

‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural  person  is  one who can  be identified,  directly or  indirectly, by reference to an identifier which may include name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that individual.

A ‘Natural person’ is a human being.
‘Special categories data’ (sensitive personal data) means personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade-union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural persona, data concerning health or data concerning a natural person’s sex life or sexual orientation shall be prohibited.

‘Processing’ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not, by automated means, such as collection, recording, organisation structuring, storage, adaption or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction erasure or destruction.
A ‘Data Processor’ refers to a company, individual or the legal person who processes personal data on behalf of the Data Controller

‘Consent’ means any unambiguous, freely given, specific and informed indication of a person’s agreement to allow their personal data be processed

A ‘Data Controller’ is a company, individual or the legal person who determines the purpose and manner in which personal data is processed, is responsible for the use of personal data and having appropriate controls in place to comply with Data Protection Legislative requirements.

‘Joint data controllers’ where two or more controllers jointly determine the purposes and means of processing.

‘Restriction of processing’ means the marking of stored personal data with the aim of limiting their processing in the future.

‘Profiling’ any form of automated processing intended to evaluate certain personal aspects of an individual, in particular to analyses or predict their performance at work; economic situation; health; personal preferences; reliability; behaviour; location; or movements.

‘Pseudonymisation’ is the processing of masking personal data so that is can no longer identify an individual without the use of additional information. The data will only be pseudononymised provided that the additional information is kept separately and is kept secure so that the data cannot identify the individual.

‘Filing system’ means any structured set of personal data which is organized is such a way and according to specific criteria so that personal data is accessible e.g.) a file which contains personal data and is organized in alphabetical order (which also contains personal data).
‘Recipient’ means an organization to which personal data is disclosed.
‘Third party’ means an organization or party other than the data subject, controller, processor and persons who, under the direct authority of the controller or processor, are authorized to process personal data.
‘Personal data breach’ means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise processed.
‘Biometric data’ means personal data relating to the physical, physiological or behavioral characteristics of a natural person, which allow or confirm the unique identification of that natural person, such as facial images or finger prints.
‘Data concerning health’ means personal data related to the physical or mental health of a natural person, including the provision of health care services, which reveal information about his or her health status.
‘Main establishment’ is the location where the organisation’s central administration in the EU is or else the location where decisions about the purposes and means  of processing  are taken  and implemented.
‘Supervisory authority’ is the data protection supervisory authority in the state where the main establishment is.
‘Cross-border processing’ is where an organisation has establishments in more than one EU member state, or where the organisation has a single establishment in the EU which carries out processing which substantially affects individuals in other EU states.
‘Information society service’ means an online service.
‘Data Minimisation’ the minimum amount of personal data you needed to fulfil a purpose.
II. Transparency Requirements
When collecting personal data directly from individuals RCSI must ensure to provide the following information:

· The identity and the contact details of the controller and, where applicable, of the controller's representative;

· The contact details of the data protection officer, where applicable;

· The purposes of the processing for which the personal data are intended as well as the legal basis for the processing;

· Where the processing is based on legitimate interests of the data controller, RCSI must specify that legitimate interest

· The recipients or categories of recipients of the personal data, if any;

· Where applicable, where RCSI intends to transfer personal data to a country outside the EU

· The period for which the personal data will be stored, or if that is not possible, the criteria used to determine that period;

· The existence of the right to request from the controller access to and rectification or erasure of personal data or restriction of processing concerning the data subject or to object to processing as well as the right to data portability;

· Where the processing is based on consent, the existence of the right to withdraw consent at any time,

· The right to lodge a complaint with a supervisory authority;

· Whether the provision of personal data is a statutory or contractual requirement, or a requirement necessary to enter into a contract, as well as whether the data subject is obliged to provide the personal data and of the possible consequences of failure to provide such data;

· The existence of automated decision-making, including profiling and meaningful information about the logic involved, as well as the significance and the envisaged consequences of such processing for the data subject.

· Where the controller intends to further process the personal data for a purpose other than that for which the personal data were collected, the controller shall provide the data subject prior to that further processing with information on that other purpose

III. Lawful bases for processing personal data
In order to lawfully process personal data, one of the following must apply:

a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.

b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.

c) Legal Obligation: the processing is necessary for you to comply with the law (not including contractual obligations).

d) Vital Interests: the processing is necessary to protect someone’s life.

e) Public Task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.

f) Legitimate Interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)

In order to process special categories data, we must be able to satisfy one of the following bases:

a) Explicit Consent: The individual has given explicit consent to process their special categories data.
b) Employment and social security and social security law.
c) Vital interests of the data subject or of another natural person: where the data subject is physically or legally incapable of giving consent.
d) Legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim.
e) Manifestly made public by the data subject.
f) Establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity.
g) Processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law.
h) Purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services.

i) Public interest in the area of public health.
j) Archiving purposes in the public interest, scientific or historical research purposes or statistical purposes.
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