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1. WHAT IS THE PURPOSE OF THIS POLICY?
RCSI is committed to ensuring it conducts its business in a way that upholds and promotes the privacy rights of individuals. Data protection law requires us to be accountable for the personal data that we process, including where third parties have access to the personal data we hold in order to carry out services on our behalf. These third parties are known as ‘data processors’. The purpose of this Policy is to define our approach to managing data processors outlining the key requirements that must be met to ensure compliance with data protection law.

The law governing the use of personal data is the General Data Protection Regulation (‘the GDPR’) and the Data Protection Act 2018. The GDPR places significant obligations on organisations in relation to the processing of personal data which are outlined in this Policy. Failure to comply with these requirements can result in privacy risks which may result in enforcement action from the Data Protection Commission (DPC) which can levy punitive administrative fines for non-compliance.
2. TO WHOM DOES THIS POLICY APPLY?

This Policy applies to all staff/ contractors and to all providers of services to RCSI that control, access and/ or process personal data.

3. WHAT IS A DATA PROCESSOR?
The type of governance arrangements required will depend on the nature of our relationship with the third party, that is, whether they are ‘data controller’ or a ‘data processor’. Therefore, the first step in determining the appropriate governance arrangements is to identify the role of the third party. The third party can fall into one of two categories -

A Data Controller

A data controller is defined by data protection law as “the natural or legal person, public authority, agency or other body which alone, or jointly with others, determines the purposes and means of the processing of personal data”.

Or
A Data Processor

A data processor is defined as “a legal person, public authority, agency or other body which processes personal data on behalf of the personal data”.

To ascertain whether the third party is a data controller or processor, the following factors should be considered:

· Who decides to collect the personal data in the first place and the lawful basis for doing so? (for further guidance on the lawful basis please see the RCSI Privacy Notice)
· Which items of personal data to collect?

· The purpose/s for which the data are used?

· Which individuals are affected?

· Whether to disclose the data, and, if so, to whom?

· Whether subject access and other individuals’ rights apply?
· How long to retain the data or whether to make non-routine amendments to the data?

The above factors are all decisions which can only be taken by a data controller. A data controller will exercise overall control over the ‘why’ and ‘how’ of a data processing activity. A data processor may use its technical knowledge to decide how to carry out certain activities on the data controller’s behalf. However it cannot take any of the over-arching decisions e.g. for what purpose the personal data will be used. Such decisions must only be taken by the data controller.

The fact that an organisation provides a service to RCSI does not automatically mean that it is acting as a data processor. It could be a data controller in its own right, depending on the degree of control it exercises. These kind of data processing relationships require another type of governance arrangement outside the scope of this Policy and may require guidance from the Data Protection Officer.
4. MANAGEMENT OF DATA PROCESSORS
Data protection law requires us to ensure there are sufficient safeguards in place when engaging/contracting a data processor to provide a service on our behalf. Examples of data processors that we engage include for payroll, HR and student services.

Our approach to contracting data processors can be summarised in the following steps:

· Selection of data processors

· Contract requirements

· Sub-contracted data processors

· Monitoring and reporting

4.1 Selection of Data Processors
Data protection law stipulates that RCSI must only use data processors who can provide sufficient guarantees in terms of resources and expertise, who implement technical and organisational measures to comply with data protection law and who protect the rights of individuals. As part of the selection process, it is important to analyse the nature of the processing and level of risk posed to individuals to help ensure that the data processor can offer sufficient guarantees to protect their rights. Prior to the engagement of any third party processor due diligence checks in relation to data protection compliance must be conducted. The relevant business area should inform the Data Protection Officer of any new third parties being assessed.

Due diligence checks and balances:
The following checks must be completed and evidence of completion must be retained by the relevant business owner. 
· Ascertaining where the data is stored

· Inspection of any relevant third party assurance reports on the control environment of the processor

· Ascertaining if the processor has been inspected by the relevant supervisory authority  and the results if applicable
· Identifying if the processor has an appropriate privacy framework in place

· Consider whether it is appropriate to require the use of specific technical measures, such as pseudonymisation or encryption

· Consider requiring the processor to implement data protection by design where applicable

· Identify if the processor has a data protection officer in place

· Identify if the processor has the technical capability to facilitate data subject requests in relation to access, restriction, erasure and deletion in line with the retention schedule; and

· Identifying if the processor has adequate training and awareness programme in relation to data protection

In addition to the above checklist, Appendix 2 contains a checklist, which is useful to help data processors understand their obligations under data protection law.

4.2 Contract Requirements
Following the suitability assessment, RCSI is required to have in place a written contract with any data processor that it uses, which must contain certain specific terms laid out below. This is important as it helps both RCSI and the data processor to understand our responsibilities and liabilities. The checklist below should be used to ensure that each contract with a processor meets the necessary requirements. 
Contracts must include the following compulsory details:
· The subject matter and duration of the processing

· The nature and purpose of the processing

· The type of personal data and categories of data subject and

· RCSI obligations and rights
Contracts must include the following compulsory terms:

· The processor acts on the written instructions of RCSI unless required by law to the contrary
· The processor must ensure that people processing the data are subject to a duty of confidence

· The processor must take appropriate measures to ensure the security of the processing

· The processor must only engage a sub-processor with the prior written consent of RCSI, which should also be governed by a written contract

· The processor must assist RCSI in providing subject access and allowing data subjects to exercise their rights under data protection law

· The processor must assist RCSI in meeting its obligations under data protection law in relation to the security of processing; the notification of personal data breaches and Data Protection Impact Assessments

· The processor must delete or return all personal data to RCSI as requested at the end of the contract; and
· The processor must submit to audits and inspections provide RCSI with whatever information it needs to ensure that they are both meeting their obligations under data protection law and inform RCSI immediately if it is asked to something that would infringe data protection law.

As a matter of good practice, RCSI contracts with data processors should also:
· State that nothing within the contract relieves the processor of its own direct responsibilities and liabilities under data protection law; and

· Reflect any indemnity that has been agreed
4.3 Subcontracted Data Processors
Data protection law places further requirements on a data processor where they wish to employ another processor. It needs to obtain the written consent from RCSI and put in place a written contract with the sub-contracted processor. The processor must inform RCSI of any intended changes concerning the addition or replacement of other processors, thereby affording us the opportunity to object to such changes. Where the sub-contracted processor fails to fulfil its data protection obligations, the initial processor will remain fully liable to RCSI for the performance of the sub-contract processor’s obligations.

4.4 Maintaining Documentation
A log of all third party processors should be maintained by the Data Protection Officer and relevant business owner and must include the following:

· Reference to the outcome of the due diligence exercise
· Classes of data processed including sensitivity
· Contract commencement date
· Details in relation to any periodic audits, testing or monitoring
· Contract expiry date

The Data Protection Officer will perform periodic monitoring of the log of third party processors to ascertain compliance with this Policy. In addition, audits and inspections of processors will be carried out as detailed in the data processor contract in order for RCSI to be able to demonstrate compliance with the accountability principle under data protection law.

5. DATA BREACH NOTIFICATION
Although RCSI retains overall responsibility for the protection of personal data, the processor has an important role to play to enable us to comply with its obligations; this includes breach notification. Therefore if the processor becomes aware of a breach of the personal data it is processing on RCSI’s behalf, it must notify us without undue delay. This will assist RCSI in addressing the breach and to allow us to fulfil our obligations in terms of notifying breaches to the Data Protection Commission (DPC) and the affected individuals where relevant within the mandatory 72-hour time frame. For further information, please see the Breach Notification Policy.
6. DATA PROTECTION IMPACT ASSESSMENTS
A DPIA is a process designed to assess the necessity and proportionality of a data processing activity, and helps to manage any privacy risks with the particular project. Data protection law requires a data controller to carry out a DPIA for “high-risk” projects.

Where a DPIA is required, RCSI is ultimately responsible for ensuring that a DPIA is conducted.  However, the DPIA may be performed by someone else, e.g. a data processor. Where necessary and appropriate, the processor can assist RCSI in ensuring compliance with its obligations with respect to DPIAs. For further information, please see the Privacy by Design Policy.

7. MONITORING AND REPORTING
In order to demonstrate accountability with Data Protection legislation and to ensure that we are handling personal data in accordance with individuals’ rights and in line with their expectations, the Data Protection Officer will monitor compliance with this Policy by carrying out periodical reviews regarding RCSI’s level of compliance.
8. AWARENESS AND TRAINING
All staff/ contractors will receive mandatory refresher data protection training, the content of which will cover all aspects of this Policy. New members of staff will receive data protection training upon induction. Furthermore, where appropriate, staff involved in the selecting and engaging of data processors will receive tailored training in relation to their particular roles.

9.    WHO CAN I CONTACT FOR FURTHER INFORMATION?

For advice in relation to aspects of this Policy or other data protection queries, please contact   dataprotection@rcsi.ie 

10. APPROVAL
Date Approved: 23rd May 2018
Approved By: Dónall King
Date of Next Review: May 2019

11. APPENDICES

I. Key Definitions

For the purposes of this Policy:

‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural  person  is  one who can  be identified,  directly or  indirectly, by reference to an identifier which may include name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that individual.

A ‘Natural person’ is a human being.
‘Special categories data’ (sensitive personal data) means personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade-union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural persona, data concerning health or data concerning a natural person’s sex life or sexual orientation shall be prohibited.

‘Processing’ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not, by automated means, such as collection, recording, organisation structuring, storage, adaption or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction erasure or destruction.
A ‘Data Processor’ refers to a company, individual or the legal person who processes personal data on behalf of the Data Controller

‘Consent’ means any unambiguous, freely given, specific and informed indication of a person’s agreement to allow their personal data be processed

A ‘Data Controller’ is a company, individual or the legal person who determines the purpose and manner in which personal data is processed, is responsible for the use of personal data and having appropriate controls in place to comply with Data Protection Legislative requirements.

‘Joint data controllers’ where two or more controllers jointly determine the purposes and means of processing.

‘Restriction of processing’ means the marking of stored personal data with the aim of limiting their processing in the future.

‘Profiling’ any form of automated processing intended to evaluate certain personal aspects of an individual, in particular to analyses or predict their performance at work; economic situation; health; personal preferences; reliability; behaviour; location; or movements.

‘Pseudonymisation’ is the processing of masking personal data so that is can no longer identify an individual without the use of additional information. The data will only be pseudononymised provided that the additional information is kept separately and is kept secure so that the data cannot identify the individual.

‘Filing system’ means any structured set of personal data which is organized is such a way and according to specific criteria so that personal data is accessible e.g.) a file which contains personal data and is organized in alphabetical order (which also contains personal data).
‘Recipient’ means an organization to which personal data is disclosed.
‘Third party’ means an organization or party other than the data subject, controller, processor and persons who, under the direct authority of the controller or processor, are authorized to process personal data.
‘Personal data breach’ means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise processed.
‘Biometric data’ means personal data relating to the physical, physiological or behavioral characteristics of a natural person, which allow or confirm the unique identification of that natural person, such as facial images or finger prints.
‘Data concerning health’ means personal data related to the physical or mental health of a natural person, including the provision of health care services, which reveal information about his or her health status.
‘Main establishment’ is the location where the organisation’s central administration in the EU is or else the location where decisions about the purposes and means  of processing  are taken  and implemented.
‘Supervisory authority’ is the data protection supervisory authority in the state where the main establishment is.
‘Cross-border processing’ is where an organisation has establishments in more than one EU member state, or where the organisation has a single establishment in the EU which carries out processing which substantially affects individuals in other EU states.
‘Information society service’ means an online service.
‘Data Minimisation’ the minimum amount of personal data you needed to fulfil a purpose.
II. Obligations of Data Processor
A data processor has the following responsibilities under data protection law:
· Only act on the written instructions of the controller
· Not use a sub-processor without the prior written authorisation of the controller
· Co-operate with Data Protection Supervisory Authorities
· Ensure the security of its processing activities
· Keep records of its processing activities
· Notify any personal data breaches to the controller
· Appoint (in writing) a representative within the European Union if required
A processor should also be aware that:
· It may be subject to investigative and corrective powers of Data Protection Supervisory Authorities
· If it fails to meet its obligations, it may be subject to fines
· If it fails to meet its obligations it may have to pay compensation to individuals
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