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1. WHAT IS THE PURPOSE OF THIS POLICY?
RCSI is committed to ensuring we conduct our business in a way that upholds and promotes the privacy rights of individuals. Under data protection law we are required to demonstrate compliance with the data protection principles and ensure that we consider data protection compliance from the outset. One of the ways in which we can demonstrate compliance is to define our approach and commitment to implementing a Privacy by Design approach/culture in RCSI.

2. TO WHOM DOES THIS POLICY APPLY?

This Policy applies to all staff, contractors and to all providers of services to RCSI that control, access and/ or process personal data.
3. KEY DEFINITIONS
A complete list of definitions in data protection law are included in Appendix 1 of this Policy however, for ease of reading some key definitions are provided below:

‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person  is one who can  be identified,  directly or  indirectly, by reference to an identifier which may include name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that individual.

‘Special categories data’ (sensitive personal data) means personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade-union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural persona, data concerning health or data concerning a natural person’s sex life or sexual orientation

‘Data subject’ is an identified or identifiable natural person

‘Processing’ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not, by automated means, such as collection, recording, organisation structuring, storage, adaption or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction erasure or destruction

A ‘Data Controller’ is a company, individual or the legal person who determines the purpose and manner in which personal data is processed, is responsible for the use of personal data and having appropriate controls in place to comply with Data Protection Legislative requirements.
A ‘Data Processor’ refers to a company, individual or the legal person who processes personal data on behalf of the Data Controller.
‘Data Protection legislation’ refers to applicable national data protection law, including the GDPR.
4. WHAT IS PRIVACY BY DESIGN AND DEFAULT
Privacy by Design and by Default is an essential tool in minimising privacy risks to individuals. It is an approach, which assists RCSI in incorporating Data Protection obligations into how we process personal data throughout the lifecycle of a product, service, system or application.
5. PRIVACY BY DESIGN AND DEFAULT REQUIREMENTS
RCSI must ensure appropriate measures are in place to protect personal data when designing, developing or enhancing products, services, systems and applications where personal data will be processed.

In order to do this, we must:

· Ensure the appropriate controls are in place to ensure Privacy by Design and by Default approach/culture is in place in the organisation.

· Put in place controls to protect the rights of individuals in relation to their personal data.

· Put in place measures ensuring that by default, only personal data which is necessary for each specific purpose of the processing are used i.e. Data Minimisation. This applies to the amount of personal data collected, the extent of their processing, their storage period and their accessibility.

· Ensure that personal data cannot be accessed by an indefinite number of people without the data subject’s intervention.

In addition, RCSI can utilise an approved certification mechanism to help demonstrate compliance with privacy by design and by default.

6. DATA PROTECTION IMPACT ASSESSMENTS
Data Protection Impact Assessments (DPIAs) are a tool, which can help RCSI to identify the most effective way to comply with its data protection obligations and meet individuals’ expectation of privacy, and in turn, allow the identification and remediation of risks in the early stages of a project. Therefore, DPIAs are an integral part of taking a privacy by design approach.

When RCSI undertakes processing activity (e.g. Research Project) which would be likely to have a privacy impact upon individuals, it should conduct an assessment of these privacy risks and identify appropriate mitigating measures.

Although DPIAs are a useful tool for many kinds of projects that involve the processing of personal data, Data Protection legislation requires us to carry out a DPIA where the processing of such data would be likely to result in a high risk to individuals.

6.1 When is a Data Protection Impact Assessment (DPIA) required? 
A DPIA is required when the processing of personal data is deemed “high risk”. In order to ascertain whether the processing is high risk, the nature, scope, context and purpose of the processing must be considered. In particular, DPIAs are required where the processing involves a new technology. Before RCSI embarks on processing which may be considered as high risk, it must carry out an assessment of the impact of the envisaged processing operations.

High risk processing includes:

· A systematic and extensive evaluation of personal aspects relating to individuals is based on automated processing which may produce decisions which may significantly affect individuals

· Processing which involves the use of sensitive personal data on a large scale

· Systematic monitoring of a publicly accessible area on a large scale (e.g. CCTV)

6.2 Assessing High Risk
If the processing of personal data involves any of the following, this can be an indication that the processing may be deemed high risk and therefore a DPIA may be required:

· Evaluation or scoring, including profiling and predicting

· Automated decision having a legal or similar significant effect

· Systematic monitoring

· Sensitive data

· Data processed on large scale

· Datasets that have been matched or combined

· Data concerning vulnerable data subjects

· Innovative use of technology

· Data transfer across borders outside the European Union

· When the processing itself prevents individuals from exercising a right or using a service or a contract

6.3 Who should conduct a DPIA?
Business areas should conduct, input and validate a DPIA, while liaising with the Data Protection Officer throughout the process. It may also be appropriate and/or necessary to seek independent professional advice. 

Where appropriate and practical, RCSI should canvass the views from data subjects regarding the intended processing.
6.4 What should a DPIA contain?

The DPIA must address and contain:

· A description and purposes of the processing of personal data, including RCSI’s legitimate interest in carrying out the processing.

· An assessment of the necessity and scale of the processing activity in relation to the purpose.
· The outcome of the assessment should be taken into account when determining the appropriate controls, which should be implemented.

· An assessment of the risks to the data subjects.
· The likelihood and severity of the risk must be considered.
· The impact of the risk should be considered.

· The controls in places to address the risks.
· Appropriate technical measures e.g.) relevant security measures etc.

· Organisational measures e.g.) robust policies, staff training etc.

Where the output of a DPIA indicates that the processing involves a high risk, which RCSI cannot satisfactorily mitigate, we must consult the Data Protection Commission (DPC).

6.5 General obligations

To adopt a Privacy by Design approach we must:

· Assess the risks posed to individuals by their processing activities.
· Implement appropriate controls to ensure compliance with the data protection principles when they are processing personal data.
· Identify areas where a DPIA would be required, and relevant, in the context of their processing activities.
· Carry out a DPIA in consultation with the Data Protection Officer.
· Define and document rôles and responsibilities of those involved in a DPIA.
· Provide input to the DPIA and be involved in the validation process.
· Document the advice of the Data Protection Officer within the DPIA.
· Carry out a DPIA ensuring the requirements in 6.4 are met.
· Document decisions taken and actions arising out of the DPIA.
· Carry out a review to assess if processing is performed in accordance with the DPIA if there is a change in the risk represented by the processing.
· In any event, carry out a review of the assessment after 3 years.
7. MONITORING AND REPORTING

In order to demonstrate accountability with Data Protection legislation and to ensure that RCSI is handling personal data in accordance with individuals’ rights and in line with their expectations, the RCSI Data Protection Officer will monitor compliance with this Policy by carrying out periodical reviews/audits/checks and maintaining comprehensive documentation regarding the organisation’s level of compliance.

8. AWARENESS AND TRAINING

All staff will receive mandatory refresher data protection training, the content of which will cover all aspects of this Policy. New members of staff will receive data protection training upon induction. Furthermore, where appropriate, staff working in key risk areas will receive tailored data protection training in relation to their particular roles.

9. WHO CAN I CONTACT FOR FURTHER INFORMATION?

For advice in relation to aspects of this Policy or other data protection queries, please contact the RCSI Data Protection Officer at dataprotection@rcsi.ie
10. APPROVAL
Date Approved: 24th May 2018
Approved by: Dónall King
Date of Next Review: May 2019
11. APPENDICES

I. Key Definitions

For the purposes of this Policy:

‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural  person  is  one who can  be identified,  directly or  indirectly, by reference to an identifier which may include name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that individual.

A ‘Natural person’ is a human being.
‘Special categories data’ (sensitive personal data) means personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade-union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural persona, data concerning health or data concerning a natural person’s sex life or sexual orientation shall be prohibited.

‘Processing’ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not, by automated means, such as collection, recording, organisation structuring, storage, adaption or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction erasure or destruction.
A ‘Data Processor’ refers to a company, individual or the legal person who processes personal data on behalf of the Data Controller

‘Consent’ means any unambiguous, freely given, specific and informed indication of a person’s agreement to allow their personal data be processed

A ‘Data Controller’ is a company, individual or the legal person who determines the purpose and manner in which personal data is processed, is responsible for the use of personal data and having appropriate controls in place to comply with Data Protection Legislative requirements.

‘Joint data controllers’ where two or more controllers jointly determine the purposes and means of processing.

‘Restriction of processing’ means the marking of stored personal data with the aim of limiting their processing in the future.

‘Profiling’ any form of automated processing intended to evaluate certain personal aspects of an individual, in particular to analyses or predict their performance at work; economic situation; health; personal preferences; reliability; behaviour; location; or movements.

‘Pseudonymisation’ is the processing of masking personal data so that is can no longer identify an individual without the use of additional information. The data will only be pseudononymised provided that the additional information is kept separately and is kept secure so that the data cannot identify the individual.

‘Filing system’ means any structured set of personal data which is organized is such a way and according to specific criteria so that personal data is accessible e.g.) a file which contains personal data and is organized in alphabetical order (which also contains personal data).
‘Recipient’ means an organization to which personal data is disclosed.
‘Third party’ means an organization or party other than the data subject, controller, processor and persons who, under the direct authority of the controller or processor, are authorized to process personal data.
‘Personal data breach’ means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise processed.
‘Biometric data’ means personal data relating to the physical, physiological or behavioral characteristics of a natural person, which allow or confirm the unique identification of that natural person, such as facial images or finger prints.
‘Data concerning health’ means personal data related to the physical or mental health of a natural person, including the provision of health care services, which reveal information about his or her health status.
‘Main establishment’ is the location where the organisation’s central administration in the EU is or else the location where decisions about the purposes and means  of processing  are taken  and implemented.
‘Supervisory authority’ is the data protection supervisory authority in the state where the main establishment is.
‘Cross-border processing’ is where an organisation has establishments in more than one EU member state, or where the organisation has a single establishment in the EU which carries out processing which substantially affects individuals in other EU states.
‘Information society service’ means an online service.
‘Data Minimisation’ the minimum amount of personal data you needed to fulfil a purpose.
II. Transparency Requirements
When collecting personal data directly from individuals RCSI must ensure to provide the following information:

· The identity and the contact details of the controller and, where applicable, of the controller's representative;

· The contact details of the data protection officer, where applicable;

· The purposes of the processing for which the personal data are intended as well as the legal basis for the processing;

· Where the processing is based on legitimate interests of the data controller, RCSI must specify that legitimate interest

· The recipients or categories of recipients of the personal data, if any;

· Where applicable, where RCSI intends to transfer personal data to a country outside the EU

· The period for which the personal data will be stored, or if that is not possible, the criteria used to determine that period;

· The existence of the right to request from the controller access to and rectification or erasure of personal data or restriction of processing concerning the data subject or to object to processing as well as the right to data portability;

· Where the processing is based on consent, the existence of the right to withdraw consent at any time,

· The right to lodge a complaint with a supervisory authority;

· Whether the provision of personal data is a statutory or contractual requirement, or a requirement necessary to enter into a contract, as well as whether the data subject is obliged to provide the personal data and of the possible consequences of failure to provide such data;

· The existence of automated decision-making, including profiling and meaningful information about the logic involved, as well as the significance and the envisaged consequences of such processing for the data subject.

· Where the controller intends to further process the personal data for a purpose other than that for which the personal data were collected, the controller shall provide the data subject prior to that further processing with information on that other purpose

III. Lawful bases for processing personal data
In order to lawfully process personal data, one of the following must apply:

a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.

b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.

c) Legal Obligation: the processing is necessary for you to comply with the law (not including contractual obligations).

d) Vital Interests: the processing is necessary to protect someone’s life.

e) Public Task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.

f) Legitimate Interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)

In order to process special categories data, we must be able to satisfy one of the following bases:

a) Explicit Consent: The individual has given explicit consent to process their special categories data.
b) Employment and social security and social security law.
c) Vital interests of the data subject or of another natural person: where the data subject is physically or legally incapable of giving consent.
d) Legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim.
e) Manifestly made public by the data subject.
f) Establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity.
g) Processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law.
h) Purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services.

i) Public interest in the area of public health.
j) Archiving purposes in the public interest, scientific or historical research purposes or statistical purposes.
IV. Lawful basis checklist
· We have reviewed the purposes of our processing activities, and selected the most appropriate lawful basis (or bases) for each activity.

· We have checked that the processing is necessary for the relevant purpose, and are satisfied that there is no other reasonable way to achieve that purpose.

· We have documented our decision on which lawful basis applies to help us demonstrate compliance.

· We have included information about both the purposes of the processing and the lawful basis for the processing in our privacy notice.

· Where we process special category data, we have also identified a condition for processing special category data, and have documented this.
· Where we process criminal offence data, we have also identified a condition for processing this data, and have documented this.
V. DPIA Template 
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RCSI DATA PROTECTION IMPACT ASSESSMENT – PROJECT NAME



[Date]



The purpose of this document is to: (i) consider the privacy risks and the potential impact upon the relevant individuals in respect of (insert brief description of Project)____; and (ii) to set out the mitigations that will be in place to minimise those risks and to minimise any negative impact from a data protection compliance perspective.

This document is written in the context of both the current Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such personal data and the EU General Data Protection Regulation (“GDPR”), due to come into force from 25 May 2018.

INTRODUCTION AND METHODOLOGY

Royal College of Surgeons Ireland (“RCSI”) has prepared this Privacy Impact Assessment (“PIA”) in respect of the proposed (insert Project Description) ______  for the processing of Sensitive Personal Data or Special Categories of Personal Data under the GDPR (“SCPD”). In order to prepare this PIA, the relevant experts including [insert individuals] as well as [insert other methods taken to gather information in respect of this PIA including consultation with stakeholders]. This helped to identify privacy risks prior to preparing the PIA.

PIA’s are important as they allow us to anticipate and address the likely privacy impact of projects, processes, systems and technologies, in order to identify privacy related issues, develop solutions, and ensure that such issues are addressed appropriately in a manner consistent with statutory obligations and company policies.

This PIA is a statement of RCSI’s commitment to integrating a “privacy by design” approach to the introduction of systems, processes and technology that can impact on the privacy of individuals who participate in the Project. The purpose of this PIA is to identify any areas of “high risk” from a data protection perspective and to identify what mitigations can be put in place to minimise the risk and ensure that the use of personal data complies with applicable laws.

RCSI as data controller (are there others?) of the (Project)  (“Data Controller”) places a high priority on the protection of the privacy of such third parties. It demonstrates its commitment to a “privacy by design” approach through the implementation of appropriate technical and organizational measures to ensure by default only personal data which is necessary for each specific purpose is processed. This applies to the amount of personal data collected, the extent of its processing, the period of its storage and its accessibility.

Statutory obligations under the GDPR and the local data protection laws place obligations on RCSI to protect the privacy of personal data under its control.

BACKGROUND, USE AND FUNCTIONALITY OF THE (Project Name) 

 Background

The (insert Project Name) was initiated in ____  as a resource to study the ____. The Principal Investigator is ________. The ethics protocol for the project was first approved on ___, under protocol number ___.  (Insert a few sentences on the background – how the study done? how was informed consent obtained? where were the samples/details processed and stored?)  Was the data pseudonymised?

Proposed Use of the (Project)

Include also:

Whether there are other collaborators?  

How has funding been secured? 

Data transfers

Confirm whether there are data transfers?  If so, the method used.  The transfer of this SCPD data will be governed by [data controller to data processor European Commission approved model contract clauses (“Model Clauses”)/insert description of relevant transfer mechanism].

DATA PROTECTION RISKS AND MITIGATIONS

This section of the document details the main data protection responsibilities relating to the (Project Name) and how the manner of operation study/project mitigates the associated risks. Key risks are highlighted at the end of each section along with a description of the relevant mitigations. All such risks are risks to individuals, but may also, due to risks of non-compliance with relevant legislation, be risks to the Data Controllers.

We consider that the sharing of the (insert details) requires a PIA because

SCPD will be processed;

New data will be generated in this context (confirm and identify which);

SCPD will be disclosed to organisations and/or individuals who would not previously have had routine access to it; and

SCPD will transfer outside of the EU (confirm).

While the GDPR does not enter into force under 25 May 2018, the RCSI are seeking to future-proof the (Project Name) pursuant to Art. 35(3)(b) GDPR, a PIA is required where there is “processing on a large scale of special categories of data referred to in Article 9(1) [GDPR]”.  

Data Flows

(Biomaterials or other data – confirm) in pseudonymised format (confirm) is stored by the Data Controller in St. Stephens’ Green (confirm). 

Clinical details in pseudonymised format are stored at RCSI, on secure computer system (confirm).

(Insert details of Password Protected files).

RCSI is the data controller.

Participant SCPD will be transferred to (____ insert name if applicable) in pseudonymised format (confirm). _______ is acting as a data processor in respect of this Participant SCPD because _________ may only use (i.e. process) this Participant SCPD for specific purposes as detailed by the Data Controller. (CONFIRM)

In order to transfer the Participant SCPD from Ireland (inside the EEA) to __ (i.e. outside the EEA), we require a legitimate method of transfer and in this case the Model Clauses will be used. Note that in the case of SCPD, the Model Clauses required that specific consent to onward transfer of SCPD is sought from the relevant data subject and we detail this risk below.

Fair obtaining

As the data processed in the context of the Project is SCPD, Art. 9 GDPR imposes a prohibition on the processing of SCPD unless one or more of the conditions in Art. 9(2) GDPR applies.  RCSI will rely on the explicit consent of the Participants for the processing of Participant SCPD in the context of the Project. 

Fair processing of the personal data being processed of the Project is achieved by the following:

RSCI has obtained some form of consent from all individuals whose SCPD is contained in the ____. This is because the Participants have (at least) provided written informed consent to ___ (insert details): 

______;

_______; and

________. 

RCSI has appropriate security policies which includes information on how Participant SCPD should be processed.

		Key risks relating to fair obtaining

		Mitigation





		Data Controller lacks explicit consent to the transfer of Participant SCPD to a location outside of the EEA.

		



		Data Controller lacks specific consent (in some cases) to the sharing of the Participants SCPD with _____.



		





		(Any other risk)

		







Purpose of collected and shared personal data

The main purposes of sharing the Participant SCPD in the (Project) are as follows:

 [           ].

		Key risks relating to purpose

		Mitigation





		



		[





		.



		







Use and disclosure of information

[How will information be used and disclosed?]

		Key risks relating to use and disclosure



		Mitigation



		Data Controller does not have the correct explicit consent from the Participant SCPD?

		





		Other?

		







Security

[Explain security measures in place to control and protect access to and storage of the personal data]

		Key risks relating to security



		Mitigation



		[The Participant SCPD may be easily accessible by third parties.]



		 







[Adequacy and relevance

Adequacy and relevancy are key considerations for the lawful processing of personal data. In accordance with good data protection practice, it is worth considering whether there is an equally effective way for RCSI to achieve its goals without sharing the Participant SCPD in the (Project). 

[bookmark: _GoBack]On balance, we do not believe that there is and the sharing of the Participant SCPD in the (Project) is both necessary and beneficial to the research purpose because _______________________.

		Key risks relating to adequacy and relevance



		Mitigation



		).

 

		  







Accuracy

[Consider whether any personal data collected is likely to be inaccurate and how that would be identified and remedied.]

		Key risks relating to accuracy

		Mitigation



		  

		  







Retention

Data protection law provides that personal data shall not be kept for longer than is necessary for the purpose(s) for which it was obtained.

		Key risks relating to retention



		Mitigation



		This principle of data protection law would be breached if the personal data (including SCPD) was, without reason, held indefinitely or for a long period of time.



		[insert relevant retention period and rationale behind that retention period]







Right to withdraw consent

Data protection law provides for the right to withdraw consent to processing where consent is a legal basis for that processing in the context of processing of Participant SCPD. Art. 7(3) GDPR provides that the data subject shall be informed of the right to withdraw consent to processing prior to giving such consent.

		Key risks relating to right of access



		Mitigation



		A Participant has the right to be informed of his/her to withdraw his/her consent to processing at any time. 



		(Confirm whether this was contained in the original consents or re-consents]



		A Participant may request that his/her SCPD is not processed anymore.

		[RCSI will have a written agreement in place with the data processor (if there is one) to ensure that it can comply with any relevant data subject rights including the right to withdraw consent. RCSI will also ensure the flow-down of such obligations to any sub-processors.]









Right to rectification or erasure 

Data protection law provides for a right for an individual to have rectified or, where appropriate, blocked or erased any personal data relating to him/her in respect of which the data controller has breached its obligations in relation to fair collection and processing, adequacy and relevance, accuracy, etc. 

Article 17 of the GDPR has introduced a more explicit “right to be forgotten” where, under certain grounds, an individual can instruct a data controller to erase personal data. 

		Key risks relating to erasure, rectification and the right to object

		Mitigation



		An individual makes a request for erasure but Data Controller has already disclosed the Participant SCPD to the data processor and its discloses (if applicable). 

		[Per the above, the Data Controller will have a written agreement in place with the Data Processor to ensure that it can comply with any relevant data subject rights including the right to erasure. The Data Controller will also ensure the flow-down of such obligations to any sub-processors as  disclosed.]














4.	THE TRANSFER OF DATA OUTSIDE OF THE EEA (if applicable)

	Risk: A GDPR risk has been identified due to the fact that the (Processor) is based in 	 and EU data protection laws restrict the transfers of personal data outside of the EEA 	to countries who are not deemed to have an adequate level of data protection. 	(country)_____ does not have an adequacy decision under EU law and the 	(Processor) is not currently subject to any of the alternative legitimising measures 	permitted under EU law. 

	Mitigations: Current EU data protection laws and the GDPR permit the transfers of 	personal data and SCPD from a Controller within the EU to another Controller or 	Processor located in a third country if EU Commission approved 	“Standard 	Contractual Clauses” (“SCCs”) are in place between the exporting Controller (RCSI) 	and the non-EEA importer (Processor). If RCSI and the 	(Processor) enter into the 	SCCs then the transfer will comply with the GDPR.  





