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Note: This policy sets out to be a best practice structure containing the key requirements of the General Data Protection Regulation (‘GDPR’).  It is also intended that this policy will be supported by robust breach management and reporting processes, including training on how to identify a personal data breach and the escalation of such within RCSI.  Over time, it is likely that this policy will be adapted to reflect the nature and needs of RCSI and also to take account of future guidelines, developments or codes of conduct approved by the Data Protection Commission (DPC).
1. WHAT IS THE PURPOSE OF THIS POLICY?
RCSI is committed to ensuring it conducts its business in a way that upholds and promotes the privacy rights of individuals. Data protection law requires us to have in place appropriate technical and organisational measures to keep data secure. In the event of a personal data breach, this includes having measures in place to detect, investigate and manage the breach effectively so that the privacy impact to individuals is reduced. This Policy sets out the requirements of data protection law in relation to personal data breaches and RCSI’s approach to ensuring compliance with this.
Failure to comply with these requirements could result in privacy impacts to staff, students and/or others with whom RCSI interacts which could result in regulatory investigations/inspections, reputational damage and regulatory enforcement including the imposition of administrative fines. Failure to report notifiable breaches to relevant parties could result in a significant fine up to €10M or 2 per cent of our global turnover. Therefore, it is essential for RCSI to have a robust breach-reporting process in place.
2. TO WHOM DOES THIS POLICY APPLY?

This Policy applies to all staff/ contractors and to all providers of services to RCSI that control, access and/ or process personal data.

3. WHAT IS A PERSONAL DATA BREACH?
A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. This includes breaches that are the result of both accidental and deliberate causes. It also means that a breach is more than just about losing personal data. Personal data breaches can include:

· Access by an unauthorised third party

· Sending personal data to an incorrect recipient

· Computing devices being lost or stolen
· Loss of availability of personal data

A personal data breach can be broadly defined as a security incident that has affected the confidentiality, integrity or availability of personal data. In short, there will be a personal data breach whenever any personal data is lost, destroyed, corrupted or disclosed.
Where a personal data breach has occurred, we must promptly take steps to address it and notify certain persons. Section 5 of this Policy sets out the notification requirements in respect of personal data breaches.
4. BREACH MANAGEMENT
4.1 Identification and escalation
Once a member of staff/data processor recognizes or suspects that a personal data breach has taken place, this must be notified to dataprotection@rcsi.ie without delay whereby the Breach Response Process will be deployed.

4.2 Contain and recover

Personal data breaches require us to respond as quickly as possible. We must investigate the cause of the breach but also to initiate a recovery plan in order to contain and recover including where necessary, damage limitation. This will require input from key contacts across the business such as IT, HR and Legal Affairs and, in some cases, contact with external stakeholders and suppliers. In the event of a breach, the Breach Response Process must be followed.
4.3 Assess the risk

The level of risk posed by the personal data breach should be assessed. In doing this, the following factors should be considered:
· The type of breach
The type of breach that has occurred may affect the level of risk presented to individuals. E.g. the inappropriate disclosure of personal data may have a different set of consequences for an individual to a breach where their personal data has been lost/no longer available.
· The nature, sensitivity, and volume of personal data
When assessing risk, a key factor is the type and sensitivity of personal data that has been compromised by the breach. Usually, the more sensitive the data, the higher the risk of harm will be to the individuals affected, but consideration should also be given to other personal data that may already be available about the individuals.
Breaches involving health data, identity documents, or financial data such as credit card details, can all cause harm on their own, but if used together they could be used for identity theft. A combination of personal data is typically more sensitive than a single piece of personal data.  Some types of personal data may seem at first relatively innocuous, however, what that data may reveal about the affected individual should be carefully considered. Similarly, a small amount of highly sensitive personal data can have a high impact on an individual, and a large range of details can reveal a greater range of information about that individual. Also, a breach affecting large volumes of personal data can have an effect on a corresponding large number of individuals.

· Ease of identification of individuals
An important factor to consider is how easy it will be for a party who has access to compromised personal data to identify specific individuals, or match the data with other information to identify individuals. Identification may be directly or indirectly possible from the breached data but it may also depend on the specific context of the breach, and public availability of related personal details.

· Severity of consequences for individuals
Depending on the nature of the personal data involved in a breach e.g. special categories of data (sensitive personal data), the potential damage to individuals that could result can be especially severe. This is particularly so where the breach could result in identity theft or fraud, physical harm, psychological distress, humiliation or damage to reputation. If the breach concerns personal data about vulnerable individuals, they could be placed at greater risk of harm.

· Special characteristics of the individual
A breach may affect personal data concerning children or other vulnerable individuals, who may be placed at greater risk of danger as a result. There may be other factors about the individual that may affect the level of impact of the breach on them.

· The number of affected individuals
A breach may affect only one or a few individuals or several thousand, if not many more. Generally, the higher the number of individuals affected, the greater the impact of a breach can have. However, a breach can have a severe impact on even one individual, depending on the nature and context of the personal data that has been compromised.
4.4 Notification 
Notification of the personal data breaches should be completed by the Data Protection Officer (‘DPO’) who will assess the risk and decide whether notification to the Data Protection Commission (DPC) is required.
A personal data breach must be reported to the Data Protection Commission (DPC) where it poses a ‘risk’ to individuals e.g. emotional distress, physical and material damage. This requires RCSI to establish the likelihood and severity of the resulting risk to individuals.
If it is likely that there is a risk posed to individuals then the DPO and no one else must notify the Data Protection Commission (DPC) of the data breach promptly but no later than 72 hours from the time the breach became apparent.

Notification to the Data Protection Commission (DPC) should contain:
· The nature of the personal data breach (e.g. the type/sensitivity of the data) including, where possible:

· The categories and approximate number of individuals concerned; and

· The categories and approximate number of personal data records concerned.

· The name and contact details of the RCSI Data Protection Officer from whom more information can be obtained

· A description of the likely consequences of the personal data breach, (e.g. what impact what the breach could have on individuals?)

· The measures taken, or proposed to be taken, to deal with the personal data breach and, where appropriate, of the measures taken to reduce any possible adverse effects
Where this information is not yet available, we must nevertheless notify the Data Protection Commission (DPC), explain the delay in providing all the required information and indicate when we will be in a position to provide the remaining details.
Data protection law also requires us to notify the individuals who have been affected of the breach where it poses a “high risk” to them and explain the nature of the personal data breach.
Notification to the Affected Individuals should contain:
· The name and contact details of the data protection officer or other contact point where more information can be obtained

· The likely consequences of the breach
· The measures taken) including proposed measures, to address the breach and possible adverse effects

Notification to individuals is not required where:
· Measures to protect the personal data were in place, particularly where the personal data would have been unintelligible to any person who is not authorised to access it e.g. where the data was encrypted
· We have taken measures to ensure that the high risk posed to individuals is no longer likely to materialise 
· Notifying individuals would involve a disproportionate effort. In this case a public communication may suffice
5. DOCUMENTING A BREACH
The decision-making process in determining whether to notify relevant parties must be documented in order for us to be able to demonstrate compliance with the accountability principle in data protection law. Details documented should include the causes of the breach, what took place and the personal data affected. It should also include the effects and consequences of the breach, including measures taken by RCSI to mitigate the breach.
6. DATA PROCESSORS
Where a Third Party Data Processor is processing personal data on RCSI’s behalf and it becomes aware of a breach, it must notify us immediately.
7. MONITORING AND REPORTING
In order to demonstrate accountability with data protection law and to ensure that our breach response plan is robust and fit for purpose, the Data Protection Officer will monitor compliance with this Policy by carrying out periodical reviews/ audits/ checks and document RCSI’s level of compliance.
8. AWARENESS AND TRAINING
All staff/contractors will receive mandatory refresher data protection training which includes how to recognise a personal data breach and the process for escalating a personal data breach. New members of staff will receive data protection training upon induction.
9.    GDPR GOVERNANCE
GDPR reporting takes place quarterly, as a standing item to the RCSI Audit Committee & updates are noted to the Senior Management Team. In the event of a data breach, the Senior Management Team are notified, (for both reportable and unreportable breaches). Any reportable breaches are also notified to the Audit Committee. 
10. WHERE CAN I SEEK FURTHER INFORMATION?

For advice in relation to aspects of this Policy or other data protection queries, please contact   dataprotection@rcsi.ie 
11. APPROVAL
Date Approved: 15th December 2020
Approved By: Dónall King
Date of Next Review: May 2021
12. APPENDICES

I. Key Definitions

For the purposes of this Policy:

‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural  person  is  one who can  be identified,  directly or  indirectly, by reference to an identifier which may include name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that individual.

A ‘Natural person’ is a human being.
‘Special categories data’ (sensitive personal data) means personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade-union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural persona, data concerning health or data concerning a natural person’s sex life or sexual orientation shall be prohibited.

‘Processing’ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not, by automated means, such as collection, recording, organisation structuring, storage, adaption or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction erasure or destruction.
A ‘Data Processor’ refers to a company, individual or the legal person who processes personal data on behalf of the Data Controller

‘Consent’ means any unambiguous, freely given, specific and informed indication of a person’s agreement to allow their personal data be processed

A ‘Data Controller’ is a company, individual or the legal person who determines the purpose and manner in which personal data is processed, is responsible for the use of personal data and having appropriate controls in place to comply with Data Protection Legislative requirements.

‘Joint data controllers’ where two or more controllers jointly determine the purposes and means of processing.

‘Restriction of processing’ means the marking of stored personal data with the aim of limiting their processing in the future.

‘Profiling’ any form of automated processing intended to evaluate certain personal aspects of an individual, in particular to analyses or predict their performance at work; economic situation; health; personal preferences; reliability; behaviour; location; or movements.

‘Pseudonymisation’ is the processing of masking personal data so that is can no longer identify an individual without the use of additional information. The data will only be pseudononymised provided that the additional information is kept separately and is kept secure so that the data cannot identify the individual.

‘Filing system’ means any structured set of personal data which is organized is such a way and according to specific criteria so that personal data is accessible e.g.) a file which contains personal data and is organized in alphabetical order (which also contains personal data).
‘Recipient’ means an organization to which personal data is disclosed.
‘Third party’ means an organization or party other than the data subject, controller, processor and persons who, under the direct authority of the controller or processor, are authorized to process personal data.
‘Personal data breach’ means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise processed.
‘Biometric data’ means personal data relating to the physical, physiological or behavioral characteristics of a natural person, which allow or confirm the unique identification of that natural person, such as facial images or finger prints.
‘Data concerning health’ means personal data related to the physical or mental health of a natural person, including the provision of health care services, which reveal information about his or her health status.
‘Main establishment’ is the location where the organisation’s central administration in the EU is or else the location where decisions about the purposes and means  of processing  are taken  and implemented.
‘Supervisory authority’ is the data protection supervisory authority in the state where the main establishment is.
‘Cross-border processing’ is where an organisation has establishments in more than one EU member state, or where the organisation has a single establishment in the EU which carries out processing which substantially affects individuals in other EU states.
‘Information society service’ means an online service.
‘Data Minimisation’ the minimum amount of personal data you needed to fulfil a purpose.
II. Preparing for a Personal Data Breach
· We know how to recognise a personal data breach.

· We understand that a personal data breach isn’t only about loss or theft of personal data.

· We have prepared a response plan for addressing any personal data breaches that occur.

· We have allocated responsibility for managing breaches to a dedicated person or team.

· Our staff know how to escalate a security incident to the appropriate person or team in our organisation to determine whether a breach has occurred.

III. Responding to a Personal Data Breach

· We have in place a process to assess the likely risk to individuals as a result of a breach.
· We know who the relevant supervisory authority for our processing activities is.
· We have a process to notify the Data Protection Commission (DPC) of a breach within 72 hours of becoming aware of it, even if we do not have all the details yet.
· We know what information we must give the Data Protection Commission (DPC) about a breach.
· We have a process to inform affected individuals about a breach when it is likely to result in a high risk to their rights and freedoms.
· We know we must inform affected individuals without undue delay.
· We know what information about a breach we must provide to individuals and that we should provide advice to help them protect themselves from its effects.

· We document all breaches, even if they don’t all need to be reported.
IV. Personal Data Breach Report Form 
ARTICLE 33 OF THE GDPR MANDATES THE REPORTING OF PERSONAL DATA BREACHES TO THE DATA PROTECTION COMMISSION WITHIN 72 HOURS OF THE BREACH IN CERTAIN CIRCUMSTANCES.  

THEREFORE, PLEASE COMPLETE AND RETURN THIS FORM WITHOUT DELAY. 
Please act promptly to report any data security breaches. If you suspect or discover a data security breach, please notify your line manager immediately. Please complete Section 1 of this form and email it to the Data Protection Officer at dataprotection@rcsi.ie 
	Section 1: Notification of Data Security Breach
	To be completed by person reporting incident

	Date incident was discovered:
	

	Date(s) of incident:
	

	Place of incident:
	

	Name of person reporting incident:
	

	Contact details of person reporting incident (email address, telephone number, RCSI address):

	

	Brief description of incident or details of the information lost:

	 

	Number of Data Subjects affected, if known:
	

	Has any personal data been placed at risk? If, so please provide details
	

	Brief description of any action taken at the time of discovery:

	


	Section 2: Assessment of Severity
	To be completed first by person reporting the incident & reviewed by DPO

	Details of the IT systems, equipment, devices, records involved in the security breach:
	

	Details of information loss: 
	

	What is the nature of the information lost?

	

	How much data has been lost? If laptop lost/stolen: how recently was the laptop backed up onto central IT systems?
	

	Is the information unique?  Will its loss have adverse operational, research, financial legal, liability or reputational consequences for the College or third parties?
	

	How many data subjects are affected?
	

	Is the data bound by any contractual security arrangements e.g. to research sponsors?
	

	What is the nature of the sensitivity of the data?  Please provide details of any types of information that fall into any of the following categories:
	

	HIGH RISK personal data 
Sensitive personal data (as defined in the Data Protection Acts) relating to a living, identifiable individual’s

racial or ethnic origin;

political opinions or religious or philosophical beliefs;

membership of a trade union;

physical or mental health or condition or sexual life;

commission or alleged commission of any offence, or
proceedings for an offence committed or alleged to have been committed by the data subject, the disposal of such proceedings or the sentence of any court in such proceedings.
	

	Information that could be used to commit identity fraud such as personal bank account and other financial information in combination with national identifiers, such as Personal Public Service Numbers (PPSNs) and copies of passports and visas;
	

	Personal information relating to vulnerable adults and children;
	

	Detailed profiles of individuals including information about work performance, salaries or personal life that would cause significant damage or distress to that person if disclosed; 
	

	Spreadsheets of marks or grades obtained by students, information about individual cases of student discipline or sensitive negotiations which could adversely affect individuals.
	

	Security information that would compromise the safety of individuals if disclosed.
	

	Category of incident (1, 2, or 3):
	

	Reported to DPO on:
	

	If level 2 or level 3, date escalated to Head of Department and/or Senior Management Team

	

	Section 3: Action taken
	To be completed by DPO

	Incident number
	

	Report received by:
	

	Date received:
	

	Action taken by responsible officer/s :

	 

	Was incident reported to Office of Data Protection Commissioner?
	

	If NO, reason for non-reporting
	

	Follow up action required/recommended:

	

	Was incident reported to the data subjects affected?
	

	If YES, date on which reported and method used (letter, e-mail, etc.):
	

	If NO, reason for non-reporting:
	

	Reported to other internal or external stakeholders? 
	

	If YES, details of agencies informed, and dates:

	


CHECKLIST FOR ASSESSING SEVERITY OF THE INCIDENT 
How serious is the incident?

Level 1 Incident: 

A Level 1 Incident features limited disruption to services (department, building or College); no serious threat to life, property or the environment; no threat to RCSI’s image/reputation.

Can the consequences of the security breach, loss or unavailability of the asset be managed locally within normal operating procedures?

If so, manage the incident according to the Data Security Breach Management Procedure (this procedure).

Level 2 Incident 

A Level 2 Incident features disruption to the functioning capacity of a key College building or a key service. Such a situation or incident (actual or potential) may pose a threat to privacy for a restricted number of people and does not involve sensitive personal data.

In addressing this incident, is assistance required from other members of staff within the College or specialist support teams outside the College?

Does the breach warrant reporting to the relevant Head of Department and/or other senior managers?  

If so, the DPO, in conjunction with other staff involved in dealing with the incident, will decide who else needs to assist or be made aware of the breach.
Level 3 Incident 
Does the loss or breach of data security involve high risk personal data, i.e.: 
· Sensitive personal data (as defined in the Data Protection Acts) relating to a living, identifiable individual’s

· racial or ethnic origin;

· political opinions or religious or philosophical beliefs;

· membership of a trade union;

· physical or mental health or condition or sexual life;

· commission or alleged commission of any offence, or

· proceedings for an offence committed or alleged to have been committed by the data subject, the disposal of such proceedings or the sentence of any court in such proceedings.

· Information that could be used to commit identity fraud such as personal bank account in combination with  other financial information and national identifiers, such as Personal Public Service Numbers (PPSNs) and copies of passports and visas;
· Personal information relating to vulnerable adults and children;
· Detailed profiles of individuals; including information about work performance, salaries or personal life that would cause significant damage or distress to that person if disclosed; 
· Spreadsheets of marks or grades obtained by students, information about individual cases of student discipline or sensitive negotiations which could adversely affect individuals.
· Security information that would compromise the safety of individuals if disclosed.

· Are more than 100 individuals affected by the incident?

· Is the information involved of such a nature that the breach should be reported to the Gardai or other external agencies?

If so, then the Data Protection Officer, in conjunction with relevant staff, should report the incident to the Senior Management Team and make contact with relevant external agencies and data subjects.
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